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How to Use This Red Team Exercise Template
This template is designed to help organizations plan,

execute, and document AI red team (adversarial testing)
exercises in a structured and repeatable manner.

It supports both technical robustness testing and
regulatory documentation requirements under the EU

AI Act, particularly for high-risk AI systems and general-
purpose AI models with systemic risk.

Who Should Use This Template

   This template is intended for:
Machine learning engineers and AI developers
Security, reliability, and robustness engineers
AI product owners and technical leads
Risk, compliance, and governance teams
Organizations preparing for EU AI Act conformity
assessments

How to Use the Template

    Follow these steps when conducting a red team exercise:
1.Define the scope
2.Identify the AI system, model type, intended use, and risk

classification (for example, whether the system qualifies as high-
risk under the EU AI Act).

3.Plan the red team exercise
4.Document threat models, assumptions, attack objectives, and

testing boundaries before execution.
5.Execute adversarial testing
6.Simulate realistic attacks such as evasion, data poisoning, prompt

injection, or model exploitation using appropriate tools and
techniques.

7.Record findings and impact
8.Capture vulnerabilities, attack success rates, and potential real-

world consequences.
9.Apply mitigations and re-test

10.Implement defensive measures and repeat testing to assess
whether robustness has improved.

11.Retain evidence
12.Preserve results as part of the AI system’s technical

documentation and risk management records.

Regulatory Context
This template aligns 

with EU AI Act requirements
 related to robustness, risk management, 

and post-market monitoring, 
including 

Articles 9 and 15, 
as well as obligations 

applicable to general-purpose 
AI models with 
systemic risk.

It is intended to 
support internal governance 
and compliance preparation 

and does not replace 
formal conformity assessments.

AI Governance Desk | aigovernancedesk.com  
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Red Team Exercise Overview
This section captures the essential context and scope of the AI red team exercise. 

It establishes traceability, accountability, and risk classification for regulatory 
and internal governance purposes.

AI System Identification

AI System / Model Name:
____________________________________________________

Version / Release Identifier:
____________________________________________________

Organization / Business Unit:
____________________________________________________

System Description and Intended Use

Briefly describe the AI system, its primary functionality, and its intended use 
context. Include whether the system supports decision-making, automation, 
recommendations, or other critical functions affecting individuals or organizations.
______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

EU AI Act Risk Classification
Indicate the applicable EU AI Act risk classification for this system.

☐ High-Risk AI System (Annex III)

☐ General-Purpose AI Model with Systemic Risk

☐ Other / Not Classified as High-Risk (explain):
____________________________________________________

Scope of the Red Team Exercise
Define the scope and boundaries of the red team exercise. Specify which components 
were included (e.g., model inference, data pipelines, APIs, user interfaces) and 
any exclusions.

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Accountability and Ownership
Red Team Lead / Responsible Owner:

____________________________________________________

Role / Function:
____________________________________________________

Date(s) of Exercise:
____________________________________________________

This information supports technical documentation, risk management records, and post-market
monitoring obligations under the EU AI Act.
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Threat Model & Attack Objectives
This section documents anticipated threat scenarios, adversarial assumptions, and

attack objectives used to guide the red team exercise.

It supports robustness testing, risk management, and technical documentation under the EU AI Act.

Threat Modeling Context
Threat Modeling Approach Used:
☐ STRIDE
☐ MITRE ATLAS
☐ OWASP ML / LLM Threats
☐ Custom / Other (specify): ___________

Assumed Adversary Type:
☐ External attacker
☐ Malicious user
☐ Insider threat
☐ Model consumer / API client 
☐ Other: ___________

Attack Surface in Scope
Identify which components of the AI system were considered attackable during the exercise.

☐ Training data
☐ Validation / test data
☐ Model parameters
☐ Inference pipeline

☐ APIs
☐ User interface
☐ Prompts (for LLMs)
☐ Output handling / downstream systems

Threat Scenarios Considered
Describe realistic adversarial scenarios relevant to the system’s risk profile.
______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Specify what the red team attempted to achieve during testing.
☐ Cause incorrect predictions or outputs
☐ Bypass safeguards or controls
☐ Extract sensitive information
☐ Induce harmful or biased behavior
☐ Reduce model performance or reliability
☐ Demonstrate regulatory non-compliance

Optional text field:
Other objectives (if any): 

Assumptions & Constraints
Document key assumptions, limitations, or constraints applied during the red team exercise.

Time constraints :
Budget constraints :

Ethical boundaries :

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

_____________________________________________________________________________

______________________________________________________________________________

• Access level assumed :

AI Governance Desk | aigovernancedesk.com
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Attack Techniques & Test Cases
This section documents the adversarial techniques, test cases, and testing boundaries used

during the red team exercise to evaluate model robustness and resilience.

Attack Categories Tested
☐ Evasion attacks (input manipulation at inference time)
☐ Data poisoning attacks
☐ Model extraction or inference attacks
☐ Prompt injection / jailbreak attempts (for LLMs)
☐ Abuse or misuse scenarios
☐ Other (specify): _______________________

Test Case Identification
Test Case ID: _______________________

Attack Category:
☐ Evasion  ☐ Poisoning   ☐ Prompt   Injection   ☐ Extraction   ☐ Other

☐ Model inference
☐ Training data
☐ API
☐ User interface
☐ Output handling
☐ Other: ___________________

Targeted Component:

Attack Description (high-level):
(Describe the test without revealing sensitive exploit details)

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Testing Constraints Applied
☐ White-box testing
☐ Gray-box testing
☐ Black-box testing

Access assumptions:
_____________________________________________

☐ No live user data
☐ No production disruption
☐ Ethical and legal constraints maintained

Boundaries respected:

Repeatable Evidence Marker
Evidence Reference / Log ID: _______________________

This enables linkage to internal logs, screenshots, or reports without
embedding sensitive materials in this document.

AI Governance Desk | aigovernancedesk.com
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Findings, Impact & Severity Assessment
This section documents vulnerabilities identified during the red team exercise and assesses their potential

impact on system performance, safety, and compliance.

Summary of Findings
Summarize the key vulnerabilities or weaknesses identified during testing.
____________________________________________________________________________
____________________________________________________________________________
____________________________________________________________________________
____________________________________________________________________________

Finding ID: ______________________
Related Test Case ID(s): ______________________

Describe the vulnerability without including sensitive exploit details.
____________________________________________________________________________
____________________________________________________________________________
____________________________________________________________________________

Impact Assessment
☐ Model accuracy or reliability degradation
☐ Safety or harmful output risk
☐ Bias or unfair outcomes
☐ Data protection or confidentiality risk
☐ Security exposure (e.g., extraction or manipulation)
☐ Regulatory compliance risk
☐ Other (specify): ____________________

Severity and Likelihood

☐ Low   ☐ Medium   ☐ High   ☐ Critical

Severity: Likelihood of Exploitation:

☐ Unlikely   ☐ Possible   ☐ Likely

Additional Notes or Context
Include relevant context, assumptions, or conditions affecting this assessment.

____________________________________________________________________________
____________________________________________________________________________

Overall Risk Assessment
Overall risk level after considering impact and likelihood:
☐ Low   ☐ Medium   ☐ High

AI Governance Desk | aigovernancedesk.com
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Mitigation Actions & Remediation Plan
This section documents corrective actions taken or planned to address identified

vulnerabilities and reduce risk to an acceptable level under the EU AI Act.

Related Finding(s)
Finding ID(s): __________________________
Related Test Case ID(s): __________________________

Mitigation Measures Implemented or Planned
Describe the technical, organizational, or procedural measures applied to address the identified risk.

____________________________________________________________________________
____________________________________________________________________________
____________________________________________________________________________

Mitigation Type
☐ Model retraining or fine-tuning
☐ Data curation or dataset updates
☐ Adversarial training
☐ Access controls or rate limiting
☐ Prompt filtering or guardrails (for LLMs)
☐ Monitoring or detection improvements
☐ Process or governance changes
☐ Other (specify): ______________________

Effectiveness Assessment
Expected risk reduction: ☐ Low ☐ Medium ☐ High
Has the mitigation been tested? ☐ Yes ☐ No ☐ Planned

Notes on validation or re-testing: __________________________
__________________________

Ownership and Timeline
Responsible owner / team: __________________________
Target completion date: __________________________
Status: ☐ Planned ☐ In progress ☐ Completed

Residual Risk After Mitigation

☐ Low
☐ Medium
☐ High

Residual risk reflects remaining risk after mitigation actions are applied.

AI Governance Desk | aigovernancedesk.com
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Residual Risk Acceptance & Governance Approval
This section documents the formal acceptance of residual risk following mitigation actions.

It supports accountability, governance oversight, and regulatory traceability under the EU AI Act.

Residual Risk Summary

☐ Low
☐ Medium
☐ High
Brief rationale for residual risk classification:

______________________________________
______________________________________

Risk Acceptance Decision

Residual risk level after mitigation (from Page 8):

☐ Residual risk is accepted
☐ Residual risk is accepted with conditions
☐ Residual risk is not accepted (additional mitigation required)

If accepted with conditions, specify:
______________________________________
______________________________________
Risk Acceptance Authority
Role / Function (e.g. AI Governance Lead, Risk Committee, Product Owner):

______________________________________

Name (optional): ______________________________________

Department / Business Unit: ______________________________________

Date of acceptance: ______________________________________

Ongoing Monitoring Commitment

☐ Residual risk will be monitored as part of post-market monitoring and
ongoing risk management activities.
☐ Triggers defined for re-testing or escalation
☐ Risk will be reviewed upon system changes or incidents
Notes (optional): ______________________________________

Governance Statement
By accepting this residual risk, the organization acknowledges the identified limitations
and confirms that appropriate mitigation, monitoring, and oversight mechanisms are in place.

AI Governance Desk | aigovernancedesk.com
Disclaimer: This document supports governance readiness and compliance preparation and does not constitute legal advice.

8



Declaration of Accountability & Attestation

We confirm that this AI Red Team Exercise Template has been
completed accurately and in good faith to assess the
robustness, security, and compliance of the AI system
described herein.

The findings, mitigation actions, and residual risk decisions
documented in this report reflect the organization’s current
understanding of the system’s risk profile and compliance
posture under the EU AI Act.

This declaration confirms that appropriate governance
oversight, accountability, and monitoring commitments have
been established in accordance with applicable regulatory
requirements.

Attestation Details

Name: ______________________________
Role / Title: ________________________
Organization:  _______________________
Department / Business Unit: __________
Date:  _______________________________

Signature: ___________________________

By signing this document, the undersigned acknowledges
responsibility for the governance decisions recorded herein
and confirms that this red team exercise forms part of the
organization’s broader AI risk management and post-market
monitoring framework.

AI Governance Desk | aigovernancedesk.com
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Evidence
ID

Related Section / Test
Case

Evidence Type
Description
(High-Level)

Storage Location
/ Reference

Owner

Appendix: Evidence Index
This appendix provides references to supporting evidence generated during the AI red team exercise.

AI Governance Desk | aigovernancedesk.com
Disclaimer: This document supports governance readiness and compliance preparation and does not constitute legal advice.

10



AI Governance Desk
AI Governance Desk provides practical governance tools,

compliance frameworks, and readiness assessments to support
organizations deploying or managing AI systems under the EU AI

Act and other emerging global AI regulations.

Our resources are designed to help engineering, compliance,
legal, and governance teams operationalize regulatory

requirements across the AI lifecycle — from data governance and
robustness testing to risk management, human oversight, and

post-market monitoring.
Why This Template Matters

Supports structured, repeatable AI red team (adversarial testing) exercises
Enables documentation of robustness, security, and resilience testing
Strengthens technical files and governance records for EU AI Act compliance
Improves accountability, transparency, and risk ownership
Reduces legal, ethical, and reputational risks associated with high-risk AI systems

Who Should Use This Document
Machine learning engineers and AI developers
Security, reliability, and robustness teams
AI product owners and technical leads
Risk, compliance, and governance teams
Legal and regulatory affairs professionals
Internal audit and assurance teams
Executive leadership overseeing AI risk and strategy

Prepared by: Raphael
AI Governance Desk
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